SECTION 015634 – MAINTAINING PERIMETER SECURITY
Prior to using this section, check with Ajai Shankar, Tony Beza or 
Be Ha of Bu#5 Electronic Security Design. This section is to be only edited by Ajai Shankar, Tony Beza or Be Ha.  
The requirements of this section shall be coordinated and approved by Tom Mcquade of DOCCS’S Facilities Planning Office before it is included in the project manual.
This section is to be use as a common document for all contracts when the work of the project is within twenty feet the perimeter security fences of correctional facilities, or when having to make penetrations through the perimeter security fences of correctional facilities and the work does not require major modifications to the security systems themselves.
See information at the end of this section for general notes that should be place on the site drawings for each contract working near the perimeter fences.
Additional specification sections and drawings will be required if modifications to the existing security systems are required to allow for the installation of the work of this contract. These additional specifications and drawings shall be as directed by Ajai Shankar, Tony Beza or Be Ha and as coordinated and approved by Tom Mcquade of DOCCS’S facilities planning office.
 GENERAL
SITE CONDITIONS
The facility is protected by a variety of detection systems and perimeter fences that are integrated together to work as a single perimeter security system.  The existing systems consist of the following:
Taut Wire Fence and Alarm System by Senstar Inc. (installed by Safeguards Technologies Inc.) or DeTekion Security Systems, Inc.
Edit subparagraphs 1 thru 7 below listing only the systems actually in use at the facility.
Check with Tom Mcquade of DOCCS in regard to the service organization requirements for the project.
If it has been determined that services organizations are not to be obtained by the contractor prior working near the perimeter security systems, delete all references of the manufacturers for each system at the project site. 
If service organizations are required to be obtained by the contractor, modify the following subparagraphs to match the actual site conditions and manufacturers of existing systems.
The Taut Wire Fence is 8 feet high and has an additional 40-inch Taut Wire Outrigger on top of the fence.
There is a Taut Wire Fence and Alarm System outrigger mounted on the side of Building No. _______.
Running below the Taut Wire Fence is 2 feet of buried chain link fence fabric.
An underground signal conduit for the Taut Wire Fence and Alarm System runs below the Taut Wire Fence with the buried chain link fence fabric.
Microwave Detection System by Southwest Microwave or Shorrock Electronic Systems, Inc.
Change the words “8-foot high chain link” below to “taut wire” to suit site conditions.
Microwave Detection System Units, located in the No-Mans-Land between the 8-foot high chain link fence and 16-foot-high chain link fence, monitor the area between the fences
Change the words “8-foot high chain link” below to “taut wire” to suit site conditions.
Microwave Detection System Units, located in the No-Mans-Land between the 8-foot high chain link fence and 16-foot high chain link fence, monitor the area between the vehicle compound fences.
Infrared Detection System by ECSI International
Change the words “eight-foot high chain link” below to “taut wire” to suit site conditions.
Infrared Detection System Units, located in the No-Mans-Land between the 8-foot high chain link fence and 16-foot high chain link fence, monitor the area between the vehicle compound fences.
E-Field Detection System by Senstar Inc.
E-Field Detection System zones, located in the No-Mans-Land between the Taut Wire Fence and 16-foot high chain link fence, monitor the area between the fences.
Fence Mounted Sensor Cable Detection System by Senstar Inc.
Sensor Cable Detection System zones are located on the eight-foot high chain link fence and monitor attempts to climb or cut through the fence.
Sensor Cable Detection System zones located on security coils, monitor attempts to climb or cut through the security coils.
Perimeter Surveillance CCTV System by Bosch Security Systems Inc. or American Dynamics.
Camera Stations located at various locations throughout the facility provide surveillance of the perimeter security zones.
Perimeter Security Multiplex System by Honeywell/Vindicator Corp.
Multiplex transponders located in Fence Accessory Station (FAS) cabinets mounted on the outside of the 16-foot high chain link fence; monitor the status of all perimeter security system detection system zones
Use either subparagraph 8 or 9 below.  Modify as required to suit site conditions.
Eight-foot high and 16-foot high chain link fences equipped with security coils.
Running below the eight-foot high chain link fence is 2 feet of buried chain link fence fabric.
Sixteen-foot high chain link fences equipped with security coils.
Perimeter Fence Security Lighting System.
Security Fence Lighting Fixtures, located at approximately 60-foot intervals on the 16-foot high chain link fence, provide lighting to the area the area between the perimeter fences.
A conduit system and junction boxes mounted on the mid rail of the 16-foot high fence house AC power conductors that provide power to the fence lighting system and various security system equipment.
Underground Signal (Security) Conduit System.
The underground signal conduit system is located outside the 16-foot high chain link fence and runs parallel with the fence.
The underground signal conduit system contains conductors and cables from the various security systems.
Perform the work of this Contract so as to maintain operation of all security systems and at all times.
Care shall be taken when working near the existing systems so as not to damage any of the security systems.
If a contractor, the contractor’s personnel, or any of the contractor’s subcontractors causes damage to any of the perimeter security systems, the contractor shall be held responsible for any and all costs required to repair the damages and costs required to maintain security of the facility while the repairs are being made.
The contractor shall be held responsible for the following:
All material costs and labor costs required for repair of the damage.
All damage repairs shall be made by the service organization(s) for the effected systems unless otherwise directed by the Director’s Representative.
Include below subparagraph when obtaining a service organization is not required to be selected (and submitted for approval) by the contractor.
The service organization(s) for the effected systems shall be selected by the DOCCS’s Facilities Planning Office.
All costs to the State for any additional security staff needed to protect the perimeter of the facility due to any outages of the security systems.
Delete below article in its entirety when obtaining a service organization is not required to be selected (and submitted for approval) by the contractor.
SERVICE ORGANIZATIONS
If there is no electrical work contract or if single contract, make changes or delete the words “electrical work contract” in paragraph a below to suit project. Modify subparagraphs mentioned below to cover all security systems mentioned 1.01, A.
Electrical Work Contract: Shall provide for Service Availability of fully equipped Service Organization(s) capable of guaranteeing response time within 8 hours to service calls on the systems listed in subparagraphs 1.01, A, 1 thru 7.
The Service Organization(s) shall be available 24 hours a day, 7 days a week to service the systems.
The Service Organization(s) must be certified in writing by the manufacturer of each system they are designated to service, as being capable of installing and making repairs to that manufacturer’s equipment and that the Service Organization is experienced in working on that manufacturer’s equipment.
SUBMITTALS
[bookmark: _Hlk54189524][bookmark: _Hlk55991229]Submittals for this section are subject to the re-evaluation fee identified in Article 4 of the General Conditions. 
Manufacturer’s installation instructions shall be provided along with product data.
Submittals shall be provided in the order in which they are specified and tabbed (for combined submittals).
Waiver of Submittals:  The “Waiver of Certain Submittal Requirements” in Section 013300 does not apply to this Section.
Packaging of Submittals:  Submit all items required by this section in packages as follows:
Delete below subparagraphs when obtaining a service organization is not required to be selected (and submitted for approval) by the contractor.
Service Organization Submittals Package:  Submit all Service Organization Information specified below at the same time as a package.
Modify number of days in the subparagraph below as required for the project.
Submit Service Organization Submittals Package, within 30 days of contract award.
Work Plan Submittals Package:  Submit Work Plan specified below as a package.
Modify number of days in the subparagraph below as required for the project.
Submit Work Plan Submittals Package, a minimum of fourteen (14) days prior performing any work near the perimeter security fences.
Delete below subparagraphs when obtaining a service organization is not required to be selected (and submitted for approval) by the contractor. Otherwise modify the paragraph below as required to cover all security systems listed paragraph 1.01, A.
Service Organization Information (Service Organization Submittals Package):  For each system listed in subparagraphs 1.01, A., 1. thru 7., submit the following service organization information:
Name, address, and telephone numbers of nearest fully equipped service organization.
The telephone number submitted must be monitored 24 hours a day, 7 days a week so to provide response within 8 hours.
Certified statement from the manufacturer of the existing system, stating that the service organization is capable to install and service the manufacturer’s equipment and that the service organization is experienced in working on that manufacturer equipment.
The Certification statement must be dated within one year of the date the Service Organization Information is being submitted. Certification statements over one year old will not be accepted.
Work Plan (Work Plan Submittals Package):  Submit Work Plan as required by 3.01, A, 1, of this section.
 PRODUCTS
ACCESSORIES
Provide all materials as required to protect the existing security systems and fences from damage, during the work of this contract.
Provide all materials required to make repairs of any damages that occurred during the work of this contract to the existing security systems and fences.
All materials used to repair damages shall be equal to the existing materials.  All materials shall be submitted for approval by the Director’s Representative.
 EXECUTION
INTERRUPTIONS TO EXISTING SYSTEM
Prior to performing work relative to the perimeter security systems, notify the Director’s Representative and Facility Security Supervisory Personnel and have procedures approved.
Submit a Work Plan in writing prior to performing the work near the perimeter fences to the Director’s Representative and Facility Security Supervisory Personnel for approval. The Work Plan shall include:
A brief description of the work to be performed at each phase.
Estimated time durations required to perform each phase of the work.
Estimated time durations of any proposed interruptions to the existing security systems.
All work near the perimeter security fence systems shall be scheduled in advance with the Director’s Representative and Facility Security Supervisory Personnel.
Modify number of hours in the subparagraph below as required for the project.
Schedule exact date (and time) of work near the perimeter security fence systems with the Director’s Representative a minimum of 72 hours prior performing the work.
No work near the perimeter security fence systems can be performed without prior written approval by the Director’s Representative and the Facility’s Security Supervisory Personnel.
Plan and perform the work on and near the fences so that the entire perimeter security system (all detection systems) is active at all times.  
Interruptions to up to 2 zones maybe permitted if approved in advance with the Director’s Representative and the Facility’s Security Supervisory Personnel, and they see no alternatives to the interruptions.
Interruptions will only be made by placing the selected zones in the “Access” mode through the perimeter security multiplex system control panel at the main security console.  Interruptions by any other means will not be allowed.
ALL perimeter security systems in each zone must be fully operational every night during the construction period.
Maintain the existing system in its present condition while performing the required work between the perimeter fences.
VERIFICATION OF EXISTING CONDITIONS
Modify the paragraph below as required to cover all security systems listed paragraph 1.01, A.
Test all perimeter security systems listed in subparagraphs 1.01, A, 1 thru 7, prior to commencement of work near or between the perimeter security fences to confirm that they are operating properly and are in good condition.
Test the perimeter security systems as follows:
Check with Tom Mcquade of DOCCS for the appropriate test procedures that should be listed below.
Have the Facility Staff test each zone to ascertain its operating condition.
All tests shall be performed in accordance with the New York State Department of Correctional Services Perimeter Security System Testing Program’s weekly testing procedures.
In Taut Wire Zones have a Facility Security Representative test the zone for operation in accordance the Department of Correctional Services Weekly Testing Procedures, Exception: all movement wires (barbed taut wires) in the zone shall be tested.
All tests are to be witnessed by the contractor and the Director’s Representative.
Have the Facility Staff prepare a written report for the Director’s Representative indicating the operating condition of the detection systems.
DAMAGE TO EXISTING PERIMETER SECURITY SYSTEMS 
If a contractor or any of the contractor’s subcontractors causes damage to any of the perimeter security systems, the following procedures shall be performed:
Notification of damage:  Contractor shall immediately inform the following personnel of the damage:
The facility’s Watch Commander, Superintendent and Deputy Superintendent of Security.
The facility shall notify the DOCCS Facilities Planning Office at telephone no. (518) 485-5576, for direction on repairs to the damage.
The Director’s Representative.
Include below subparagraph when obtaining a service organization is required to be selected (and submitted for approval) by the contractor.
The contractor shall make contact with a service organization (as selected by the Director’s Representative) for that system so that the service organization can send service technicians to the site for immediate repairs.
Include below subparagraph when obtaining a service organization is not required to be selected by the contractor.
The DOCCS Facilities Planning Office shall make contact with a service organization for that system so that the service organization can send service technicians to the site for immediate repairs.
An Order on Contract shall be initiated to the Contract which damaged the perimeter security systems, to credit (reimburse) the State for damage repairs and/or security staff costs the State incurred due to the damage.
DAILY TESTING 
In perimeter security system zones designated by the Director’s Representative, perform the following:
At the start of each workday, prior to performing any work in the perimeter security zones, the detection systems are to be tested by Facility Staff to confirm that they are operating properly prior to commencement of the work.
At the end of each work day, in the perimeter security zones where the work was performed, the detection systems in that zone(s) is to be re-tested by Facility Staff to confirm that it is still operating properly.
If a zone is not operating properly due to damage caused by the contractor, the service organization for that system is to be called to come to the facility within 8 hours to make repairs and/or adjustments to return the zone to operation.  The zone is then to be re-tested by Facility Staff to confirm that it is operating properly.
CONTRACT CLOSEOUT TESTING 
After the physical completion of the work of this contract, the detection systems zones (where or near the work of this contract was performed) are to be re-tested by Facility Staff to confirm that they are still operating properly.
If a zone is not operating properly due to damage caused by the contractor, the service organization for that system is to be called to come to the facility within 8 hours to make repairs and/or adjustments to return the zone to operation, then the zone is to be re-tested by Facility Staff to confirm that it is operating properly.
END OF SECTION 015634
Designer information:
The general security notes should be place on the site drawings for each contract, working near the perimeter fences.
The general security notes are to be only edited by Ajai Shankar, Tony Beza or Be Ha and the requirements of these notes shall be coordinated and approved by Tom Mcquade of DOCCS’S Facilities Planning Office.
General security notes:  (all drawings)
All work must be performed in such a manner so as to maintain facility security at all times in strict accordance with section 015633 of the project manual.
All work near the perimeter security fences must be performed in such a manner so as to maintain perimeter security at all times in strict accordance with section 015634 of the project manual.
1.	Coordinate and schedule all work involving the perimeter security systems with the director’s representative and the facility’s security supervisory personnel.
a)	submit a work plan in strict accordance with section 015634 of the project manual.
schedule all work a minimum of 72 hours prior to intended work on or near the perimeter security systems.
No work is to be performed near the perimeter security fences without written approval from the director’s representative and the facility’s security supervisory personnel.
The facility is protected by perimeter fences, perimeter fence lighting system, perimeter alarm systems and perimeter surveillance CCTV system, which are integrated together to work as a single perimeter security system. These systems shall be fully operational at all times during the work of this contract. The work required by this contract near these systems, shall be performed in such a manner so as to prevent any down time (interruptions) to any of these systems.
The exact locations of existing underground utilities and perimeter security system lines are unknown and shown approximate only. Before any work is started near the perimeter fences, determine exact location of all underground utilities and perimeter security system lines (whether shown on drawings or not) by use of an underground utility locator service. Mark and protect all underground utilities and perimeter security system lines. Contractor shall be held responsible for any damage to any underground utilities and perimeter security system lines.
Extreme caution shall be used when working near the perimeter security systems and their associated conduits. The contractor shall be held responsible for any damage to these systems and/or losses due to damage to these systems, including the cost to repair the damage and any cost incurred by the state for additional security staff to protect the perimeter of the facility due to any outages of the security systems.
When the work is at a medium security correctional facility and the project requires the installation of underground utilities thru the facility’s perimeter fences, open cut excavations may be allowed if approved by DOCCS. See Ajai Shankar (or Tony Beza) to see if open cut excavation will be allowed and to have the locations of the excavations approved.  Include note “e” below if open cut excavations have been approved.  (note: there are details/drawings available that are associated with note “f” below that might be appropriate to be included with contract documents.)  
To allow the installation of the underground utilities thru the facility’s perimeter fences, open cut excavation will be allowed thru the facility’s perimeter fences with the following restrictions:
1.	Coordinate and schedule all work involving the perimeter security systems with the director’s representative and facility security supervisory personnel.
2.	Once modifications have begun on the perimeter fences or security systems all work at or through the perimeter fences must be performed in a continuous operation until the perimeter fences and security systems have been restored to their pre-construction condition.
3.	A temporary construction fence surrounding the work area adjacent to the 8-foot high perimeter fence shall be provided. Once the temporary construction fence is installed the 8-foot high perimeter fence maybe opened completely to allow for open trenching thru the fence.
4.	The 16-foot high perimeter fence must remain intact at all times.  The security coils on the 16-foot high perimeter fence may only be modified or removed from below the mid rail to the bottom of the fence.  The security coils on the upper portion of the fence, from mid-rail to the top, must remain intact at all times.
a)	the 5-foot diameter security coil at the base of the 16-foot high fence, and the security coils extending below the mid-rail may be removed.
b)	the electrical conductors in conduit mounted on the mid-rail of the 16-foot high fence must remain intact and fully operational at all times.
5.	All excavation within 3 feet of the underground security conduit/ductbank and below the underground security conduit/ductbank shall be performed by hand.
6.	Restore the grading of the ground surface of the microwave zones where the work between the perimeter fences was performed back to its original condition.  Neither a rise nor depression in the ground surface created by back filling the trench will be acceptable.  The back fill soil must be compacted sufficiently to prevent settling and the cover stone must be restored back to its original condition.
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